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Infroduction
Current Monitoring Systems

Cloud Monitoring



How can we better
understand large

scale systems which
frequently change?¢



Cloud Computing
allows anyone 1o
deploy large scale
systems



laas cloud systems
are unlike
conventionqgl

systems



: clusters
conventional { arids

static servers
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rapid elasticity,
fransient, identical VMs,
metered. service,



rapid elasticity,
transient, identical VMs,
metered service,

VM termination



rapid elasticity,
transient, identical VMs,
metered service,

VM termination
Irregular deployment



BENOICRIAENE
differences we still
use the same largely
unmodified software
stacks






Monitoring



System monitoring

Monitoring and reporting
resource usage



Infrastructure monitoring

Monitoring the current state
of a system



Application monitoring,
fault detection, fault
correction, fault prediction,
capacity planning, infrusion
detection, reporting, alerts,
SLA compliance, business
process coordination




The capture of
relevant state



Infroduction
Current Monitoring Systems

Cloud Monitoring



Current monitoring is slow
fo adapt, scales poorly
and sfructures
iNnformartfion in a way that
neither machines or
numans can easily
understand




Nagios

De facto standard
OpEeNn source
moniforing system






NAgIos.com
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OK . /devisad Temperature_Celsus_raw=2%

DISK OK - free space /mnttmp 58 GB (85% mode=58%)
PROCS OK 122 processes

OK - load average 032, 0.25, 0 14

FPING OK - dns radmg pit edu (loss=0%. rta=0 150000 ms)
DISK OK - free space /27 GB (T7% node~89%)

PROCS OK. 11 processes

OK - load average: 0.13, 012,012

DISK OK - free space /suto/mage_root 384 GB (76% node=-)
DSK OK - free space /suto/magedets 388 GB (12% node-58%
OX ma0 status={UUUULL]

OX md1 status={UU]

OK ma2 status~{UUUUUULY]

FPING OK - Sleserver radimg pit edu (loss=0%, rta=0 020000 ms)
DESK OK - free space / 59542 MB (82% node-82%)

OK . /devisca Reallocated_Sector_Ct_raw=0

OK - /dev/scd Reallocated_Sector_Cl_raws=0

OK - /devisdc Realocated_Sector_Ct_rawe0

OK - /devisad Reallocated_Sector_C1_raws=0

OK - /devisde Reallocated_Sector_Ct_raw=0

OK - /dev/sc! Realocated_Sector_Ct_raw=0

OK - /devisdg Reallocated_Sector_Ct_raws=0

OX - /dev/sch Reallocated_Sector_Ct_raw=0

OK - /devisd Realiocated_Sector_Ct_raws=0

0K - /devisde Temperature_Celsus_raw«28

OK . /dev/scd Temperature_Celsus_raw=30

OK - /devisdc Temperature_Celsus_rows12

OK . /devisad Temperature_Celsus_raw=20

OK - /devisde Temperature_Celsus_raw=30

OK - /devind! Temperature_Celsws_raw=31

OK . /devisog Temperature_Celsus_raw=30

OK - idevisch Temperature_Celsus_raw=28

OX . /dev/sc Temperature_Celsus_raw=30

PROCS OK 284 processes

DISK OK - free space /suto/user_publc S4 OB (28% node-98%)

OK - load sverage 000, 005, 005

DOHCP socket 3

FPING OK - sysservD radmg pit edu (l0ss=0%, rta=0 050000 ms
DISK OK - free space /83552 MB (90% node-95%)
PROCS OK 50 processes

OK - load average 040,015,009

FPING OK - vs_db radimg pit edu (loss=0%. rta=0 110000 ms)
DISK OK - free space / 27675 MB (T7% node~99%)
PROCS OK 20 processes

OK - load average: 0.00, 0.00, 0.00
FPING OK - vs_idap! radimg pit edy (loss=0%, rta=0 200000 ms)
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Ganglia

Scalable monitoring
system for HPC systems



Massie et al, 2004



Luminium & argon 2 pastlool
= 4 =
= 2.0 & 2.0
: 1.0 Z 1.0
_ = 0- , = 0.0
10: 40 11: 00 m 10: 20 10: 40 11: 00 m 10: 20 10: 40 11: 00
dataset1001.wikimedia.org gallium.wikimedia.org
carbon & dataset1001 & gallium
2.0 2.0
- -t
= 1.0 = 1.0
= 0.0 = 0.0
10: 40 11: 00 m 10: 20 10: 40 11: 00 m 10: 20 10: 40 11: 00
lvs1002.wikimedia.org Ivs1003.wikimedia.org
Lvs1001 lvs1002 lvs1003
> 2.0 s 2.0
@ 1.0 2 1.0
10: 40 11: 00 m 10: 20 10: 40 11: 00 m 10: 20 10: 40 11: 00
Ivs1006.wikimedia.org manganese.wikimedia.org
Lvs1005 & lvs1006 2 manganese
g 2.0 8 2.0
= 1.0 ~ 1.0
10: 40 11: 00 m 10: 20 10: 40 11: 00 m 10: 20 10: 40 11: 00




Glusterfs cluster pmtpa Network last 20min

010y

Glusterfs cluster pmtpa Network L.

700 k 8 1.2mut
600 k = 1.0 M
y 500 k ol |y e.am
2 400 k = WS
0 | w 0.6M
Y 300 k b
& 200 k @& 0.4M
0 > 0.0
11:05 11:10 11:15 11:20 10:30 10: 40 10:50 11: 0
B In Now:190.9k Min: 72.1k Avg:201.8k Max:572.1k B In Now:190.9k Min: 72.1k Avg:202.1k Max:60S.1}
[ Out Now:505.%k Min:157.9k Avg:389.4k Max:692.1k B/ Out Now:505.9k Min:154.9k Avg:420.1k Max: 1.0
2hr 4hr
Glusterfs cluster pmtpa Network last 2hr & Glusterfs cluster pmtpa Network 1
= 900 k
700 k ~ i
600 k 700 k
D 500 k ol 'Y 600k
0 = n
w400 k ‘—'_'_'L_.— _|—|_|— z| |w 390k
w o W
e Y 400 k
@ — L__;——J‘"—'1--r——1__1“"‘__1___ & 300 k
200 k 200 k
100 k 100 k
0 > 0
09: 40 10: 00 10: 20 10: 40 11: 00 11: 20 08: 00 09: 00 10: ¢
B In Now:167.2k Min:144.6k Avg:221.7k Max:316.6k B In Now:167.2k Min:144.6k Avg:234.2k Max:351.3
B Out Now:396.6k Min:339.3k Avg:469.3k Max:715.5k [ Out Now:396.6k Min:208.5k Avg:494.7k Max:863.2
day week
Glusterfs cluster pmtpa Network last day g Glusterfs cluster pmtpa Network L.
40 M 8 so Mt
30 M 5 i
v v
U = )
w = w 30 M
. ~ ~
7} @
10 M 10 M
0 e i — LL— > 0 -
Tue 12:00 Wed 00: 00 06 07 08 09 10




2oL CLUSLEl e(lald Femory Ltast

<oL CLUSLEl e(lald Memory

Las

4061 40 61
30 G 30 G
) n
) v
".. 20 G '0; 20 G
) 18]
10 G 10 G
0 0
11: 05 11:10 11
B Use Now: 9.96 Min: 9.96 Avg: 9.96 Max: 9.9 @ Use Now: Min: Avg: Max: 10.
M Share Now: 0.0 Min: 0.0 Avg: 0.0 Max: 0.0 W Share Now: Min: Avg: Max: 0.
@ Cache Now: 6.2G Min: 6.2G Avg: 6.26 Max: 6.26 [ Cache Now: Min: Avg: Max: 6.
0O Buffer Now: 1.3G Min: 1.3G Avg: 1.3G Max: 1.36G O Buffer Now: Min: Avg: Max: 1.
B Swap  Now: 0.0 Min: 0.0 Avg: 0.0 Max: 0.0 B Swap  Now: Min: Avg: Max: 0.
B Total Now: 31.2G Min: 31.2G Avg: 31.2G Max: 31.2 B Total Now: Min: Avg: Max: 31.
2hr ahr
SsL cluster eqiad Memory last 2hr SSL cluster eqiad Memory la
40 61 406t
30 G 30 G
) n
) v
S 20 G < 20 G
) 18]
10 G 10 G
0 ' 0
09: 40 10: 00 10: 20 08: 00 09: 00 Z
@ Use Now: 9.9 Min: 9.9G Avg: 9.96  Max: @ Use Now: 9.9 Min: 9.9G Avg: Max: 10.
M Share Now: 0.0 Min: 0.0 Avg: 0.0 Max: M Share Now: 0.0 Min: 0.0 Avg: Max: 0.
@ Cache Now: 6.26 Min: 6.06 Avg: 6.1G Max: [ Cache Now: 6.26  Min: 5.86 Avg: Max: 6.
O Buffer Now: 1.36  Min: 1.36 Avg: 1.3G Max: O Buffer Now: 1.36  Min: 1.3G Avg: Max: 1.
B Swap  Now: 0.0 Min: 0.0 Avg: 0.0 Max: B Swap  Now: 0.0 Min: 0.0 Avg: Max: 0.
B Total Now: 1.26  Min: 31.2G Avg: 31.26 Max: W Total Now: 1.26  Min: 1.2G  Avg: Max: 31
day week
SSL cluster eqiad Memory last day SSL cluster eqiad Memory la:
40 G 40 GI
30 G 30 G

- .




@

WIKIMEDIA

hitp://ganglia.wikimedia.org



network,
disk, processes

751 hosts x 23 metrics =

17,273 graphs



Unsiructured,
specific
&

Non Machine
(=Yoo o] e][=
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Cloud Monitoring



How can we better
understand large

scale systems which
frequently change?¢



Decentralization
& fault tolerance

Lessen failure,
Improve scale



Location awareness

Knowledge of logical
location within the cloud
MiNniMize costs, mMaximize

performance



Holistic

Provide a high level
view of entire systems



Avutonomic

Self managing,
less human interaction,
faster adaptation






Structured
02 overlay




Wl | inked data
model




serverl server2

server:rurN:ron:scheduled Ferver: ru&server:runs

MySQL cron job Apache JVM

db:stores| db:santizes ‘ web:serves
Y

db:stores | table A web application

ldb:references db:writes_to

table B




Use the semanftic
model to
restructure the
monitoring system
INn order to adapt
fo change



Massie et al, 2004



Node]

Collection

Monitor

Monitor

Node?

Node3

Monitor

Node n




Monitor

Node?

Monitor

Node3

Monitor

Node n




Node?2

Collection

Monitor Monitor

Node3 Node n




A basis for
understanding and
opfimising large
scale systems



Current monitoring is slow
fo adapt, scales poorly
and sfructures
iNnformartfion in a way that
neither machines or
numans can easily
understand







Thank you,
Questions?

Jonathan Stuart Ward
School of Computer Science
Big Data Group,

University of St Andrews

jonathan.stuart.ward@st-andrews.ac.uk

@jauntyward



